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‘ Today lecture topic

Security: System resists attacks
Example: Secure against fraud
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The Big Picture

If you think technology can solve
your security problems, then you
don't understand the problems and
you don't understand the

technology.

B e S(f hneier

AZQUQOTES

3/26



‘ People are the weakest link O
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‘Take-home points O =

ABET rar

= The Key CLO: Design and test secure systems

= Security and dependability (13.1): Focus on confidentiality, integrity, and

availability
= Security and organizations (13.2): Requires infrastructure, application,

and operational security

= Security requirements (13.3): Define constraints the system must respect

to maintain security
= Secure systems design (13.4): Must protect key assets and minimize

potential losses from attacks

= Security testing (13.5): Focus on validating system can resist attackers

= LLMs enhance security engineering by automating hazard detection,

documentation, and risk assessment to strengthen system security CIMT model
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‘ Chapter Summary O

Security engineering focuses on developing and
maintaining systems that can protect against malicious
attacks through systematic consideration of security
requirements, architectural design, and comprehensive

testing at all stages of development
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Security Critical Failure:
Unauthorized access exposed 50M+ customers' personal ‘

data through unsecured network access point

™ A W 5 % ™ 2
Root Causes:

Weak infrastructure security (13.2), missing security
requirements (13.3), poor security design (13.4)

Line
How to solve Causes:

Apply CIA principles (13.1) through network segmentation,
access control, monitoring, and comprehensive security

testing (13.5)
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13.1 Security & dependability
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What is it: System's ability to protect itself from external
attacks

Key Focus:
o Protecting computer-based systems and data
o Preventing unauthorized access and damage

Essential for: Availability — Reliability — Safety

Three security dimensions (CIA):

o Confidentiality - Preventing unauthorized access

o Integrity - Preventing unauthorized modification

o Availability - Ensuring system access when needed
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‘ System layers where security O =
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may be compromised T

Security Levels

Implementation Infrastructure:

Application maintaining
security of

] . system networks

Reusable components and libraries and shared

SEervices

Middleware -
Application:

securing
Database management individual

application
systems

Generic, shared applications (browsers, e--mail, etc)

Operational:

Operatlng Sy5tem secure operation
and use of
organizational
Network Computer hardware systems
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‘ Security terminology O éﬁii_b

ABET rar

Asset Something of value which has to be protected. The asset may be the software
system itself or data used by that system.

Attack An exploitation of a system’s vulnerability. Generally, this is from outside the
system and is a deliberate attempt to cause some damage.

Control A protective measure that reduces a system’s vulnerability. Encryption is an
example of a control that reduces a vulnerability of a weak access control
system

Exposure Possible loss or harm to a computing system. This can be loss or damage to
data, or can be a loss of time and effort if recovery is necessary after a security
breach.

Threat Circumstances that have potential to cause loss or harm. You can think of these
as a system vulnerability that is subjected to an attack.

Vulnerability A weakness in a computer-based system that may be exploited to cause loss or

harm.
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Security is the foundation for reliable, available, safe, and resilient
systems. Without it, everything can crumble

Security & Reliability = == - Security & Availability
A hacker messes with a hospital's ( \ AN ‘ , .
patient database. Now, doctors % ¥ il Attﬁckers flood a bank_s website
can't trust the information, L P T O\ R SLs: preventing

leading to wrong treatments and B , Custom?rsfrlpm accessing their
potential harm | = .=, = | accountsonline

Security & Safety — b Security & Resilience
A malicious actor manipulates the B ‘e e . A company experiences
software of a power plant, . 5 r ransomware attack. Their strong
causing a malfunction that leads ; e = security and backup systems allow
to a power outage or even an : : them to restore data and resume
explosion 6 ' operations with minimal downtime




‘ 13.2 Security & organizations O <=
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= Security is an investment that requires a cost-effective approach
= Organizations need a clear security policy to guide decision-making

Dependability Dependability: Ensuring
A systems are reliable,
| available, and safe

Security: Protecting I
systems and data from v
malicious attacks Security

Security is essential for dependability in networked systems

Attacks can compromise reliability and safety by altering the system or
its data
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Risk assessment 4
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Security Policy: Organization-wide rules for protecting
valuable assets

Risk Management: Identifying and mitigating potential
threats

Types of Risk Assessment:

o Preliminary: Initial assessment of generic risks

o Design: Assessing risks during system development
o Operational: Assessing risks during system use
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‘ Preliminary risk assessment OF:
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process for security requirements
Implementation

Asset
identification
L Asset value\ Exposure
assessmentj >\ assessment
- Threat Attack
identification assessment
Y
Control Feasibility Security req.
identification assessment definition
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13.3 Security requirements:
what needs to be protected

Implementation

: Valuable resources that

need protection (e.g., software,
data)

Circumstances that
can cause harm (e.g.,
unauthorized access)

: Weaknesses in a
system that can be exploited
(e.g., weak passwords)

. Exploiting a
vulnerability to cause damage
(e.g., stealing data)
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“Types of security requirements O <
Implementation ABET

Identification: Verifying user identity

Authentication: Confirming user identity

Authorization: Granting access based on permissions
Immunity: Protecting against malicious code (e.g., viruses)
Integrity: Ensuring data accuracy and reliability

Intrusion Detection: ldentifying attacks

Non-repudiation: Preventing denial of actions

Privacy: Protecting sensitive information

© e N oo & W D=

Security Auditing: Monitoring and reviewing security logs

10. System Maintenance: Ensuring secure updates and maintenance procedures
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Misuse cases — Insider Attacks O q’:ﬁ;i%
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= Misuse cases are instances of threats to a system

Register
patient
Unregister
patient
Impersonate
receptionist
View patient
info.
Intercept Attacker
Transfer data transfer
Contact
patient

X

Medical
receptionist
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‘ 13.4 Secure systems design O &=
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Architectural Design: Structuring the system to

Design assets protect assets and minimize damage
Asset value \ Exposure
assessment j assessment

Threat Attack
identification assessment

A

Y Y
Technology and Control Design and
architecture choices identification requirements
A changes
Available
controls
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' Secure systems design, continuecig;:ifib

Layered Protection: Implementing security measures at different levels (platform,

application, record)

Platform level protection
Implementation

System System File integrity
authentication authorization management

Application level protection

Database Database Transaction Database
login authorization management recovery

Record level protection

Record access Record Record integrity
authorization encryption management

Patient records
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Secure systems design, continuedO azcifb
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Authentication and authorization

Authentication and authorization

New York trading system London trading system

International
user accounts

International
user accounts

US user accounts UK user accounts

UK equity data

US trading . UK trading
history US equity data history

International
equity prices

International
equity prices

US funds data UK funds data

Distribution:
Spreading assets

to reduce the
impact of attacks

Authentication and authorization Authentication and authorization

Frankfurt trading system Hong Kong trading system

European user
accounts

Euro. trading
history

International

equity prices

International
user accounts

Euro. equity data

Euro. funds data

HK user accounts

HK trading
history

International
equity prices

International
user accounts

Asian equity data

Asian funds data
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' Secure systems design, continuedO
ABET

Design Guidelines: Following best practices for secure development (e.g.,

avoid single point of failure)

Limit the visibility of information in a program
Check all inputs for validity

Provide a handler for all exceptions
Minimize the use of error-prone constructs
Provide restart capabilities

Check array bounds

Include timeouts when calling external components

O

Name all constants that represent real-world values
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13.5 Security testing & assuranc
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= Security testing is hard because it tests what shouldn't
happen, attackers are smart and adaptive, and they
experiment to find weaknesses

Technique

Experience-
based Testing

Penetration
Testing

Tool-based
Analysis

Formal
Verification

Strengths

Leverages tester
expertise & knowledge
of attacks

Simulates real-world
attacks, finds
vulnerabilities

Automated, efficient,
can cover wide range of
issues

Mathematically
rigorous, proves
correctness

Weaknesses

Can miss vulnerabilities
outside known patterns

Can be disruptive, requires
skilled testers

May produce false
positives/negatives, limited
scope

Complex, time-consuming,
requires formal specs

Applicability

Early stages, quick
checks, targeted
testing

Later stages,
comprehensive
vulnerability checks

All stages, specific
vulnerability checks

Critical systems, high
assurance
requirements
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Threat Detection and Response: LLMs can
analyse vast amounts of data to identify and
respond to threats in real-time

Vulnerability Assessment: LLMs can analyse
code and systems to identify potential
vulnerabilities and suggest fixes

Security Automation: LLMs can automate routine
security tasks, such as patching and configuration
management

Personalized Security: LLMs can tailor security
measures to individual users and contexts

'
N
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‘ Ex; G00g1€,8 Al for security O 0=
Trend ABET ra

PLUGIN sl

Customers

Data stays with
the customer

QOur Al + Platform approach

Chronicle Search, Rules, Playbooks

Mandiant Threat Intel Security PLUGIN sl Part
artners

VirusTotal Malware A I wo r kb e n c h Extend and customize

0SS Vulnerabilities

Native

Security Command
Center, Mandiant
Threat Intel, Chronicle

Security GitHub repos

MITRE Frameworks

Selected partner data PLUGIN
Vertex Al on LLM research & SLAS SLOs Identity
Google Cloud Deepmind - management
Platform
Compliance/ Global Scaled Responsible
Sovereignty Delivery Al
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‘ Alianing with industry trends *ﬁb

T g security practices fee
ycle (SDLC)

workflows

- DevSecOps: Automating security practices and integrating ?
/4

= Zero Trust Security: Assuming no user or device c n|bel trusted by d
and implementing strict verification measures

| -
= Cloud Security: Implementing security measures specnllcally far cloud-bas
systems and applications oL

CPIT-455 Software Engineering (I1)

25/26



“To master today's lesson O =

ABET ra

= Assignment 4 is designed to assess your mastery of fifth (CLO):

Design and test secure systems

= Total Marks: 5

= Submission Deadline: 8:00 PM every Saturday. No late submissions

accepted

= You can use any LLM (ChatGPT, Claude, etc.), but you must follow
the IT department's LLM ethics guidelines

= Collaboration allowed but submit individual work
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